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Make sure to complete items Ato D as soon as possible.
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Follow the instructions step by step, following the
order shown at the upper left corner of each page.
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A. Information Security Training for New Students / 0 A IJMB3TTuQ~

Information Security Tralnlng for New Students
0 A IJMB3Tluna

|l n order to activate your Nagoya University | D and
students must complete the Information Security Training  and pass an assurance test .

In the new student information security training, you will learn how to handle Nagoya University's
information equipment and software, and how to manage your passwords.

You are required to complete this training course in order to register for courses.
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A. Information Security Training for New Students / 0 A IJMB3T na

Type your Nagoya University ID here

Access the following link: https://ist.nagoya -
m @ Information Securty Training: G- X =

&« C @& istnagoya-u.acjp/portal
The page shown on the right will appear.
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New students must take the information security training for New Studen
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Information Security Tramlng for New Students

A I—HAN—A Information Security Training for New Students (Academic ...
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B. Installing Multi - Factor Authentication CAS app / ID X A CASt &3 x opl E. u

Multi- Factor CAS authentication with Nagoya University ID
wo [ IDs IDx 1 WY A4 CAS

Nagoya University has a system (CAS authentication) that allows students to log in to the NUPACE
Online Course Manager (course registration system), lecture management system, and many other
Information services using their Nagoya University ID and password .

Multi -factor CAS authentication system has been introduced in view of the need for stronger security .
This is a system in which a one-time password is generated and notified each time you log in by
installing an authentication application on your smartphone or PC in advance, and authentication is
performed using three items: Nagoya University ID, password , and one-time password .

This section A explains how to install the multi  -factor authentication CAS application.
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B. Installing Multi -Factor Authentication CAS app / ID X A CASTt &3 x op !l E.

In the Nagoya University ID multi -factor authentication CAS, you can use any of the following as an

authentication application (It is sufficient to set up only one). _
-Google Authenticator (for smartphones) ° ,Microsoft Authenticator (for smartphones) 0

-WinAuth (for Windows) © ,StepTwo (for Mac) °
* ¢CMicrosoft Authenticator i s used for the THERS
so installing this one may save you time and effort.

Please refer to this page to install the authentication app  and register the authentication seed
https://icts.nagoya -u.ac.jp/en/services/nuid/CAS/mfa_cas_seed_registration.htmi
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B-2 B. Installing Multi - Factor Authentication CAS app / ID X A CASt &3 x opl E. u

Once you have installed the authentication application and registered the authentication seed
check to see if you can correctly use the multi -factor authentication CAS.,

Please refer to this page to carry out a trial run of the Multi  -Factor Authentication CAS.
https://icts.nagoya -u.ac.jp/en/services/nuid/CAS/mfa_cas_authentication_test.html

| f t he elssage- J4dCAS OKm B ° (Authentication succeeded. The multi -

factor ut hentication CAS i s -factocaauthemtirdtien)CASisvalid.di s p |
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https://icts. naqova -u.ac. |D/|a/serV|ces/nwd/CAS/mfa cas_authentication_test.html
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C. Obtaining THERS Account/ O t pj pEs THERSt pj pEx x°

Tokal National Higher Education and Research System Account (THERS Account)
O tpj pEs THERS Account

From 2021, Tokai National Higher Education and Research System (THERS) have distributed THERS
accounts based on an agreement with Microsoft Corporation.

Currently, the THERS account corresponds to the THERS e-mail address (***@* .thers.ac.jp) and is
required in order to use "Microsoft Office software (Excel, Word, PowerPoint, Outlook, Teams)", etc.

This section C explains how to obtain a THERS account.

*New student s mi BformdtionrSecurity graising for-New Students ° .
2021 W9" o1 J O sO xyYblgppkWTET px1 TmEMOO tphpjpEB *
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T E] ©t1 s Excel, Word, PowerPoint, Outlook, Teams* _ x oCT mp
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C. Obtaining THERS Account/ O t pj pEs THERSt pj pEx x°

When you obtain a THERS account, there is CAS authentication using your Nagoya University ID.

Please go through section " A. Installation of the multi  -factor authentication CAS application " and
"B. Information Security Training for New Students " first.
Please refer to this page to check your THERS account.
https://icts.nagoya -u.ac.|p/ja/services/thersaccount/
Click =-Click here to translate this page to Engl.i
Please follow the page's instructions.
O tpjpEX ~“~Wr" ®o [IDtWUCAS 4 YKYOB"
T A 4 CASt @3 xop! E. nu_, p” B./ 0 A IJMB3TMTud”™ _ 6“ po Wi

n M
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https://icts.nagoya -u.ac.jp/ja/services/thersaccount/
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C. Obtaining THERS Account /

O tpj pEs THERSt pj pEx x°

To start using your THERS account, you need to install the authentication application " Microsoft

Authenticator - agetdup two -step authentication

Please refer to this page to start using your THERS account:

https://icts.nagoya -u.ac.jp/ja/services/thersaccount/ms365start.html

Click —-Click here to trans|l
Please follow the page's instructions.
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D-1 D. Yearly Information Security Check [ WA
. . [ 2021 zEErERrUFF x|+ o - °
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ki’ Yearly Information Secunty Check
Log in with your ID and password | <o T
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Click Yearly Information Security Check
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[The purpose of using this mail address]

*For the important news and emergency response about the information security and incident.

*To inform the important and urgent matter about the management and operation of Nagoya University.
*For the information about safety confirmation when the disaster has occurred

Please register your reachable mail address before taking 'Yearly Information Security Check'. For emergency purposes. you are recommended to register an address which you can receive mail certainly even in holiday and
midnight outside university. The vsual mails from the 'Information & Communications' to students(about 'Information Security Training for New Students', "Yearly Information Security Check'. and the other information

. education) are sent to the Nagoya Univ. mail address’, not to the address you have registered here. Mails to Nagoya Univ. mail address' can be transmitted to mobile phone.
Type your THERS email address

[HOW TO DO]
1. Input a mail address and click 'SEND MAIL' button. An e-mail is sent immediately.

(****@*.thers.ac.jp ) and click SEND MAIL . > i ORI o e e, At s it Yoy fortion St

If you have not received mail from this site, Login with your Nagoya-Univ ID at 'https://qa icts nagoya-u ac jp/undelivered/get retumed mail en php' and make sure undelivered mails.

If you can find the undelivered mail, you have to resolve problem and re-register your mail address at 'https://cert nagoya-u ac jp/MailRegChk/Mail AddrInput?lang=en'.

If you cannot find the undelivered mail after the passage of 1 week, you are recommended to check out filter sefting of mail software at your PC or mobile device. Otherwise check whether it has distributed to the Tunk Folder or
the unsolicited E-mail automati

* In your mail software settings, yoﬁ have to allow reception from the domain 'nagoya-uacjp'.

(Please confirm that you received an email without any
NAGOYA UNIV.ID_ vour ID
pr0b|ems from Step D3) MAIL ADDRESS [ [ Your Email Address ‘

RETYPE | |

0. nt X | (***@*.thers.ac.jp )6 0"
"

14 A ‘
a 6 p 3 A p U Q B Your mail address has been temporarily saved and a mail was sent to your mail address. After you have received it, click URL on the mail body and confirm
your mail address.

O.
Mail addresses of all members in Nagoya Univ. is collected by 'Information and Communication Headquarters' for PC

[The purpose of using this mail address]
e =/ *For the important news and emergency response about the information security and incident.
(W X [ D3 3 T n I'O n I/I Y M O M q T Z U Q B ) *To inform the important and urgent matter about the management and operation of Nagoya University.
*For the information about safety confirmation when the disaster has occurred

Please register your reachable mail address before taking 'Yearly Information Security Check'. For emergency purposes, you are recommended to register an address which you can receive mail certainly even in holiday and
midnight outside university. The usual mails from the 'Information & Communications' to students(about Information Security Training for New Students', "Yearly Information Security Check', and the other information
education) are sent to the Nagoya Univ. mail address'. not to the address you have registered here. Mails to Nagoya Univ. mail address' can be transmitted to mobile phone.

[HOW TO DO]
1. Input a mail address and click "'SEND MAIL' button. An e-mail is sent immediately.
2. Check the mail and access URL written in mail body currently_
3. Click 'CONFIRM' button in the opened web page. After that you can start to take "Yearly Information Security Check'.

If you have not received mail from this site, Login with your Nagoya-Univ ID at 'https://qa icts nagoya-u. ac jpundelivered/get_returned mail en php' and make sure undelivered mails.

If you can find the undelivered mail, you have to resolve problem and re-register your mail address at 'https://cert nagoya-u ac jp/MailRegChk/Mail Addrinput?lang=en'.

If you cannot find the undelivered mail after the passage of 1 week, you are recommended to check out filter setting of mail software at your PC or mobile device. Otherwise check whether it has distributed to the Junk Folder or -
the unsolicited E-mail automatically.

* In your mail software settings, you have to allow reception from the domain 'nagoya-u.ac.jp'.

NAGOYA UNIV.ID YourID

MAIL AD . Completed to send e-mail....If the mail of subject [Vour Mail Address Confirmation] has not been received,
L DRESS ‘ Your Email Address #l please browse 'https://qa.icts.nagoya-uv.ac.jp/undelivered/get returned mail en.php’, login with your nagoya-univID, and make sure
RETYPE ‘ undelivered mails list.

1 Oiherwise contact 'IT-Helpdesk'(TEL:747-6389).
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Open a new tab.

Access the following website:
https://outlook.jp
Click =Sign in?°

00 MKYBWLdOB

35X] ©OYhBoETtpJIl 00OB°
https://outlook.jp
" Signin, 6p3 Ap 0 OB

2022/417

D. Yearly Information Security Check | wAd JIJMB3TuUYOApD

B st "3

Outlook

Connect. «
Organize. :
Get things done.

Free Outlook email and calendar

Everything you need to be your most productive and connected
self—at home, on the go, and everywhere in between.

Create free account
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D. Yearly Information Security Check /

Sign in to your THERS account.

WA

JMB3TTunuYOAp

You should have received an email titled [0 10 omtotars x| &8 oop- o ovi

- Y 0 u r M a i I A d d r e S S C O | « c & hitps/ioutook office. com/mail/inbox/id/AAQADY Y IZmVILTYOZ CtNDUXNS N mMy LWLV MWVINRIYOAQAGMT;E

® ol A=M - TEST User - Outlook

Access the link in the mail. i owook o uE

2022/417
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‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ = Test mail 2038
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URLT 1- p J I 0 0] LIJI r,] M‘ 2 W ARFEMPITL

Test mail

¢ drfr—tie 0 & i TIE: 1B '
NAGOYa-LLAC P>

!EE TEST L,v.".

Hella! This is test mail.
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A—ILTLE1—
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D-5 D. Yearly Information Security Check | wAd JIJMB3TuUYOApD

If you would like to confirm this mail address, click the ‘CONFIRM" button
Or you can change your address from 'CLICK HERE".

The screen on the right will appear.
(If not, click the provided URL in the email
again or copy and paste the link into the
address bar.)

CONFIRM

CLOSE

Click CONFIRM .

Your mail address has been confirmed. So you

“y°o Y *HbOB" can take the 'Yearly Information Security Check'.
(" AboMA> Y. T RMX URL6E™ p
AP " QO YY" 3pp BT XKIUI H. 1T 9
oW AM )

Z Op3 Ap 0 ONCIN [o(0))'|J] 3 | Completed to confirm address.

CLOSE

2022/417 20
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Type the following URL into the address bar.

https://cert.nagoya -u.ac.jp @Fi‘:ﬁ'{fﬁ:&? ﬁﬁf&: ->

7
Wh e r e n e C e S S% r ’y e rCtI e rC ky m:u rmrlylnfmmatmn Securlt}rCheckforAcademlc‘r’earNZO)
and password and login again. comis
= Samigo H/
. . . . netuctione @ FREHEFIUF FIvs
Click "Yearly information Security Check e s

) FEMmEtFIVFsFIvIREN
f or Academic Year 20 XX~

EifrlEEFEREEEF 2 VT F oy AO—RENTOEDTY, BRTIESE, FRREEFLUTFouv s~
NEIVwTLET.

Click "Yearly information Secu

[ECED |
BHFEHERREEF I VT FIVY

Answer all questions and click Submit . You will be b == & = |man ]
prompted to click Submit in the confirmation window once
more.
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Congratulations!
You have completed all of the required steps!
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E-1 D. Change Your Pre -issued Password / Ol m. XX

The following procedure cannot be completed outside of Japan. Please try once you have entered
the country.
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Access:
https://directory.nagoya -u.ac.jp/chpasswd/

Type the provided password in- o | d -

Type new passwor d i n -new?® an
I n ~retype?®

Click Change password .
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