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Information Security Training Manual
ЈϺвзГϰᾆ ЫИвϯи

Make sure to complete items A to D as soon as possible.
πΦϥιΪ ΨʺAΤϣDχ︣ ΦϬↄϘδοΣΜοΨιήΜʻ

A. Information Security Training for New Students / ЈϺвзГϰᾆ
B. Installing Multi -Factor authentication CAS app / IDχ CASϯФзχϱрІЕ˔и
C. Obtaining THERS Account / Ṑ ϯϸϳрЕˢTHERSϯϸϳрЕˣχ︡
D. Yearly Information Security Check / ⱳ ЈϺвзГϰЎϴАϼ
E. Change Your Pre- issued Password / ОІм˔Жχ  ˢOnly available in Japan/  χϙᴦ ˣ

In order to activate your Nagoya University ID you must take the ¬Information Security Training for New Studentsº, 
pass the ¬Assurance Testº, install the multi - factor authentication CAS application, and complete the ¢Yearly 

Information Security Check . You will not be able access the Nagoya University Collaboration and Course Tools 
(NUCT), nor register to courses online if you do not complete these steps. Make sure to obtain your THERS account 
as well.
ᾥᴒ ᶘIDϬ ῟ᴟβϥθϛτψʺ ЈϺвзГϰᾆ Ϭ „ΰο ᶎ ГІЕτ›ᶊΰθΚρʺ

CASϯФзϬϱрІЕ˔иΰʺ ⱳ ЈϺвзГϰ˔ЎϴАϼϬḁ ήδϥ ΥΚϤϘβʻάϦϬḁ ήδ
σΜρʺthe Nagoya University Collaboration and Course Tools NUCT Υ►ΠγʺϷржϱрπχ ϜπΦϘδϭʻ
Ṑ ϯϸϳрЕϜ Ϧγτ︡ ΰοΨιήΜʻ



Follow the instructions step by step, following the
order shown at the upper left corner of each page.
If you made a mistake, or accidentally closed the
browser, return to the first page of each chapter (A-1,
B-1, C-1, D-1, E-1).

ІжϱЖχ₮ χ τ μο⌠ỘϬ ϛοΨιήΜʻ
πḧӸΠθϤʺΞμΤϤУжϳЃϬ αοΰϘμθ
›τψʺᶆ χΩ ˢA-1ʺB-1ʺC-1ʺD-1ʺE-1ˣ

ϒ μοʺϞϤ ΰοΨιήΜʻ

Ӫ/Caution



Information Security Training for New Students
ЈϺвзГϰᾆ

In order to activate your Nagoya University ID and use the University s  information services new 
students must complete the Information Security Training and pass an assurance test .

In the new student information security training, you will learn how to handle Nagoya University's 
information equipment and software, and how to manage your passwords.

You are required to complete this training course in order to register for courses.

̗̖̗̖̗̖

ᾥᴒ ᶘπψʺ IDϬ ῟ᴟΰʺ ᶘχ Ђ˔РІϬ βϥθϛτψ ЈϺвзГϰᾆ
Ϭ „ΰοʺᶎ ГІЕτ›ᶊβϥ ΥΚϤϘβʻ

ЈϺвзГϰᾆ πψʺ ᾥᴒ ᶘχ ṐṀϞЊТЕϳϴϯχ︡ϤӌΜϞОІм˔ЖχḚ
σςτνΜοᶘ ΰϘβʻ

ᾆ Ϭḁ ΰσΜρ Ϭ“ΞάρΥ σΜθϛʺ γ „ΰοΨιήΜʻ

A A. Information Security Training for New Students / ЈϺвзГϰᾆ



A-1 A. Information Security Training for New Students / ЈϺвзГϰᾆ

Access the following link: https://ist.nagoya -
u.ac.jp/

The page shown on the right will appear.

Type your Nagoya Univ ID and
click the ¬кϽϱрº(login) button.

̗̖̗̖̗̖

ⱳχзрϼτϯϼЈІΰοΨιήΜʿ
https://ist.nagoya -u.ac.jp/

֒χϳϰрЖϳΥ ꜘήϦϘβʻ

ᾥᴒ ᶘIDϬ ΰˮкϽϱр˯ϬϼзАϼ
ΰϘβʻ

Type your Nagoya University ID here

https://ist.nagoya-u.ac.jp/
https://ist.nagoya-u.ac.jp/


A-2 A. Information Security Training for New Students / ЈϺвзГϰᾆ

Click ¬Б˔иº(tool settings) to change the 
language.

̗̖̗̖̗̖

̞ ῎π „βϥ ›ψʺ
ᾠ῎ ψ ΚϤϘδϭʻ



A-3 A. Information Security Training for New Students / ЈϺвзГϰᾆ

Click ¬ᾠ῎º(language) to change the 
language.

̗̖̗̖̗̖

̞ ῎π „βϥ ›ψʺ
ᾠ῎ ψ ΚϤϘδϭʻ



A-4 A. Information Security Training for New Students / ЈϺвзГϰᾆ

Click the ¬Information Security Training 
for New Student (Academic... º tab.

̗̖̗̖̗̖

ˮ20XX ЈϺвзГϰᾆ ˯Ќ
УϬϼзАϼΰϘβʻ



A-5 A. Information Security Training for New Students / ЈϺвзГϰᾆ

Read the learning material from 
¬Learning Material List º.

Select ¬Assurance testº.

Click ¬Assurance testº.

Read the notes and click ¬Begin 
Assessmentº.

̗̖̗̖̗̖

ˮễ∙ԁ ˯Τϣễ∙Ϭ ϙϘβʻ

ᵊ ₮ τΚϥˮᶎ ГІЕ˯Ϭ ΰ
Ϙβʻ

ˮЌϱЕи˯χᴞτΚϥˮᶎ ГІЕ˯
ϬϼзАϼΰϘβʻ

Ϭ ϙʺˮГІЕϬᵫ◐˯ϬϼзА
ϼΰϘβʻ



A-6 A. Information Security Training for New Students / ЈϺвзГϰᾆ

Once you have finished answering all 
the questions, click ¬Submit for Grading º.

After that, click ¬Submit for Grading º 
one more time.

̗̖̗̖̗̖

οχ τ Πθϣˮ⅜ χθϛτ
˯ϬϼзАϼΰϘβʻ

ζχῇτϜΞԁ ʺˮ⅜ χθϛτ
˯ϬϼзАϼΰϘβʻ

Is you score of over 80?
ГІЕψ80 ӟ πΰθΤˁ

Proceed to the next step.
ⱳχІГАФτ ϙϘβʻ

Retake the test.
ϜΞԁ ᶎ ГІЕϬ
ΪοΨιήΜʻ

YES NO



Multi-Factor CAS authentication with Nagoya University ID
ᾥᴒ ᶘIDˢ IDˣτϢϥ CAS

Nagoya University has a system (CAS authentication) that allows students to log in to the NUPACE
Online Course Manager (course registration system), lecture management system, and many other
information services using their Nagoya University ID and password .

Multi - factor CAS authentication system has been introduced in view of the need for stronger security .
This is a system in which a one-time password is generated and notified each time you log in by
installing an authentication application on your smartphone or PC in advance, and authentication is
performed using three items : Nagoya University ID , password , and one-time password .

This section A explains how to install the multi - factor authentication CAS application.

̗̖̗̖̗̖

ᾥᴒ ᶘπψʺNUPACE Ḛ ЄІГЭϞʺ Ъ˔ЌиʺNUCTσςχ Ђ˔РІτʺ IDρ
ОІм˔ЖχϙπкϽϱрπΦϥ▫ ϙˢCAS ˣΥΚϤϘβʻ

2022 ΤϣʺϢϤếΜЈϺвзГϰχθϛ CAS Υ ήϦϘΰθʻάϦψʺⱧ τΣ︣ⱱκ
χІЫ˔ЕТ϶рϞPCτ χ ϯФзϬϱрІЕ˔иβϥάρτϢμοʺ кϽϱрⱲτмрЌϱ
ЭОІм˔ЖˢԁⱲ σОІм˔ЖˣϬ “ʾ ΰʺ IDʺОІм˔ЖʺмрЌϱЭОІм˔Жχ3
π Ϭ“Ξ▫ ϙπβʻ

άχЈϼЄдрAπψʺ CASϯФзχϱрІЕ˔и Ϭ ΰϘβʻ

B B. Installing Multi -Factor Authentication CAS app / IDχ CASϯФзχϱрІЕ˔и



In the Nagoya University ID multi - factor authentication CAS, you can use any of the following as an 
authentication application (It is sufficient to set up only one). 
¬Google Authenticator (for smartphones) º, ¬Microsoft Authenticator (for smartphones) º
¬WinAuth (for Windows) º, ¬Step Two (for Mac) º

* ¢Microsoft Authenticator  is used for the THERS account described in C section,
so installing this one may save you time and effort.

Please refer to this page to install the authentication app and register the authentication seed .
https://icts.nagoya -u.ac.jp/en/services/nuid/CAS/mfa_cas_seed_registration.html

̗̖̗̖̗̖

IDχ CASπψʺ ϯФзρΰοⱳχΜγϦΤϬ πΦϘβˢ1νιΪπ πβˣʻ
ˮGoogle Authenticator ˢІЫШ ˣ˯ˮMicrosoft Authenticator ˢІЫШ ˣ˯
ˮWinAuth ˢWindows ˣ˯ˮStep Two ˢMac ˣ˯

̞CЈϼЄдрπ βϥṐ ϯϸϳрЕπψMicrosoft Authenticator Ϭ βϥχπʺ
άκϣϬϱрІЕ˔иβϥρ︣ḧΥ ΪϘβʻ

άκϣχЧ˔ЅϬ╥―τΰοʺ ϯФзχϱрІЕ˔иρ Є˔Жχ Ϭ“μοΨιήΜʻ
https://icts.nagoya -u.ac.jp/ja/services/nuid/CAS/mfa_cas_seed_registration.html

B-1 B. Installing Multi -Factor Authentication CAS app / IDχ CASϯФзχϱрІЕ˔и

https://icts.nagoya-u.ac.jp/en/services/nuid/CAS/mfa_cas_seed_registration.html
https://icts.nagoya-u.ac.jp/ja/services/nuid/CAS/mfa_cas_seed_registration.html


Once you have installed the authentication application and registered the authentication seed
check to see if you can correctly use the multi - factor authentication CAS.,

Please refer to this page to carry out a trial run of the Multi -Factor Authentication CAS.
https://icts.nagoya -u.ac.jp/en/services/nuid/CAS/mfa_cas_authentication_test.html

If the message¬῞ʻ CAS OKπβʻ(Authentication succeeded. The multi -
factor authentication CAS is available)º is displayed, the multi- factor authentication CAS is valid.

̗̖̗̖̗̖

ϯФзχϱрІЕ˔иρ Є˔Жχ Υḁ ΰθϣ, ΰΨ CASΥ πΦϥΤᶎ
ΰϘΰϡΞʻ

άκϣχЧ˔ЅϬ╥―τΰοʺ CASχ ГІЕϬ“μοΨιήΜʻ
https://icts.nagoya -u.ac.jp/ja/services/nuid/CAS/mfa_cas_authentication_test.html

ˮ ῞ʻ CAS OKπβʻ˯ρ ꜘήϦθϣ CASψ ῟πβʻ

B-2 B. Installing Multi -Factor Authentication CAS app / IDχ CASϯФзχϱрІЕ˔и

https://icts.nagoya-u.ac.jp/en/services/nuid/CAS/mfa_cas_authentication_test.html
https://icts.nagoya-u.ac.jp/ja/services/nuid/CAS/mfa_cas_authentication_test.html


C C. Obtaining THERS Account / Ṑ ϯϸϳрЕˢTHERSϯϸϳрЕˣχ︡

Tokai National Higher Education and Research System Account (THERS Account)
Ṑ ϯϸϳрЕˢTHERS Accountx

From 2021, Tokai National Higher Education and Research System (THERS) have distributed THERS
accounts based on an agreement with Microsoft Corporation .

Currently, the THERS account corresponds to the THERS e-mail address (****@* .thers .ac.jp) and is
required in order to use "Microsoft Office software (Excel, Word, PowerPoint, Outlook, Teams)", etc.

This section C explains how to obtain a THERS account .

*New students must first pass ¬B. Information Security Training for New Students º.

̗̖̗̖̗̖

2021 ϢϤʺ ᵤ ᶘṐ ˢṐ ˣψЫϱϼкЊТЕּזρχἸ τṁξΜοṐ ϯϸϳрЕϬ “
ΰοΜϘβʻ

ᾝ∕ʺṐ ϯϸϳрЕψṐ Ю˔иϯЖйІˢ***@* .thers .ac.jpˣρ ᴂΰοΣϤʺˮMicrosoft Office
ЊТЕϳϴϯˢExcel, Word, PowerPoint, Outlook, Teamsˣ˯χ σςτ πβʻ

άχЈϼЄдрCπψṐ ϯϸϳрЕχ︡ Ϭ ΰϘβʻ

̞ χ ›ψ τˮB. ЈϺвзГϰᾆ ˯τ›ᶊΰοΣΨ ΥΚϤϘβʽ



C-1 C. Obtaining THERS Account / Ṑ ϯϸϳрЕˢTHERSϯϸϳрЕˣχ︡

When you obtain a THERS account, there is CAS authentication using your Nagoya University ID.

Please go through section " A. Installation of the multi - factor authentication CAS application " and 
"B. Information Security Training for New Students " first.

Please refer to this page to check your THERS account.
https://icts.nagoya -u.ac.jp/ja/services/thersaccount/

Click ¬Click here to translate this page to English using Google translation.º.

Please follow the page's instructions.

̗̖̗̖̗̖

Ṑ ϯϸϳрЕχ ︣Ⱳτʺ ᾥᴒ ᶘIDτϢϥCAS ΥΚϤϘβʻ

τˮA. CASϯФзχϱрІЕ˔и˯ρˮB. / ЈϺвзГϰᾆ ˯Ϭ“μοΨι
ήΜʻ

άκϣχЧ˔ЅϬ╥―τΰοʺṐ ϯϸϳрЕχᶎ Ϭ“μοΨιήΜʻ
https://icts.nagoya -u.ac.jp/ja/services/thersaccount/

https://icts.nagoya-u.ac.jp/ja/services/thersaccount/
https://icts.nagoya-u.ac.jp/ja/services/thersaccount/


C-2 C. Obtaining THERS Account / Ṑ ϯϸϳрЕˢTHERSϯϸϳрЕˣχ︡

To start using your THERS account, you need to install the authentication application " Microsoft 
Authenticator ¬ and set up two -step authentication .

Please refer to this page to start using your THERS account: 
https://icts.nagoya -u.ac.jp/ja/services/thersaccount/ms365start.html

Click ¬Click here to translate this page to English using Google translation.º.

Please follow the page's instructions.

̗̖̗̖̗̖

Ṑ ϯϸϳрЕχ Ϭ◐ϛϥθϛτʺ ϯФзºMicrosoft Authenticator ºϬϱрІЕ˔иΰοʺ
ᵬ χ Ϭ“Ξ ΥΚϤϘβʻ

άκϣχЧ˔ЅϬ╥―τΰοʺṐ ϯϸϳрЕχ ᵫ◐︣ ΦϬ“μοΨιήΜʻ
https://icts.nagoya -u.ac.jp/ja/services/thersaccount/ms365start.html

https://icts.nagoya-u.ac.jp/ja/services/thersaccount/ms365start.html
https://icts.nagoya-u.ac.jp/ja/services/thersaccount/ms365start.html


Type the following address in the address bar :

https://cert.nagoya -u.ac.jp

Log in with your ID and password.

Click  Yearly information Security Check

for Academic Year 20XX .

Click Yearly Information Security Check

which is shown underneath the title.

https://cert.nagoya -u.ac.jp τϯϼЈІΰϘβʻ

IDρОІм˔ЖϬ ΰοкϽϱрΰϘβʻ

20XX ⱳ ЈϺвзГϰЎϴАϼϬϼзАϼΰϘβʻ

ЌϱЕиχᴞχ ⱳ ЈϺвзГϰЎϴАϼϬϼзАϼΰϘβʻ

D-1

̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗

D. Yearly Information Security Check / ⱳ ЈϺвзГϰЎϴАϼ

https://cert.nagoya-u.ac.jp/
https://cert.nagoya-u.ac.jp/


D-2

Type your THERS email address 

(****@*.thers.ac.jp ) and click SEND MAIL .

(Please confirm that you received an email without any 

problems from step D3.)

Ṑ Ю˔иϯЖйІ(****@*.thers.ac.jp )Ϭ ΰʺ

Ю˔и ϬϼзАϼΰϘβʻ

(ⱳχ ⌠D3ӟπЮ˔иΥ ΜοΜϥΤᶎ ΰϘβ)

̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗

D. Yearly Information Security Check / ⱳ ЈϺвзГϰЎϴАϼ



Open a new tab .

Access the following website:
https://outlook.jp
Click ¬Sign inº

ΰΜЌУϬᵫΦϘβʻ

ӟᴞχϳϴУЂϱЕτϯϼЈІΰϘβʻ
https://outlook.jp
ˮSign in˯ϬϼзАϼΰϘβʻ

D-3

̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗

18

D. Yearly Information Security Check / ⱳ ЈϺвзГϰЎϴАϼ

2022/4/7

https://outlook.jp/
https://outlook.jp/


Sign in to your THERS account.
You should have received an email titled 
¬Your Mail Address Confirmationº.
Access the link in the mail.

Ṑ ϯϸϳрЕϬ►μοЂϱрϱрΰϘβʻ

Ю˔иϯЖйІᶎ χЮ˔иΥ ΜοΜϥ

ψγπβχπʺζχ τṜ∏ήϦοΜϥ

URLτϯϼЈІΰοΨιήΜʻ

D-3

̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗

19

D. Yearly Information Security Check / ⱳ ЈϺвзГϰЎϴАϼ

2022/4/7



The screen on the right will appear.
(If not, click the provided URL in the email 

again or copy and paste the link into the 
address bar.)

Click CONFIRM .

֒χᵊ Υ ꜘήϦϘβʻ
( ꜘήϦσΜ ›ψЮ˔иτṜ∏χURLϬ™ ϼ
зАϼʺϘθψʺзрϼϬϯЖйІН˔τ Ϥ
ΪοΨιήΜʻ)

ᶎ ϬϼзАϼΰϘβʻ

̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗

D-5

20

D. Yearly Information Security Check / ⱳ ЈϺвзГϰЎϴАϼ

2022/4/7



D-6

Type the following URL into the address bar.
https://cert.nagoya -u.ac.jp

Where necessary, click ¢cas , enter your ID 
and password and login again.

Click "Yearly information Security Check 
for Academic Year 20XX¬

Click "Yearly information Security Check¬

Answer all questions and click Submit . You will be 

prompted to click Submit in the   confirmation window once 

more.

Ӣ

ӣ

Ӥ

https://cert.nagoya -u.ac.jp ϬϯЖйІН˔τ ΰϘβʻ

™ кϽϱрβϥ ΥΚϦωʺ֒ χˮcas˯ϬϼзАϼΰ
IDρОІм˔ЖϬ ΰοкϽϱрΰοΨιήΜʻ

ˮ20XX ⱳ ЈϺвзГϰЎϴАϼ˯ϬϼзАϼΰϘβʻ

ˮ20XX ⱳ ЈϺвзГϰЎϴАϼ˯Ϭ™ϼзАϼΰϘβʻ

οχ τᵕ ΰθϣ ϬϼзАϼΰʺᶎ ϳϰрЖϳΥ

ꜘήϦθϣʺ™ ϬϼзАϼΰϘβʻ

Ӣ

ӣ

Ӥ

̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗

21

D. Yearly Information Security Check / ⱳ ЈϺвзГϰЎϴАϼ

2022/4/7

https://cert.nagoya-u.ac.jp/
https://cert.nagoya-u.ac.jp/


άϦπ︣ Φψ πβ! Σ ϦήϘπΰθʻ

άϦӟχ ⌠ˮE.ОІм˔Жχ  ˯τνΜοψʺ τᴂαο“μ

οΨιήΜʻ

̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗

Congratulations! 

You have completed all of the required steps!

The next procedure ¬E. Change Your Pre-issued Passwordº is optional. 



Access:
https://directory.nagoya -u.ac.jp/chpasswd/

Type the provided password in ¬old¬ .

Type new passw ord in  ¬newº and 
in ¬retypeº .

Click Change password .

https://directory.nagoya -u.ac.jp/chpasswd/ τ
ϯϼЈІΰοΨιήΜʻ

ᾝ∕χОІм˔ЖϬ ΰϘβʻ

ṛОІм˔ЖϬ ΰϘβʻ

Change password ϬϼзАϼΰϘβʻ

E-1

Ӣ

ӣ

Ӥ

̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗̖̗

D. Change Your Pre - issued Password / ОІм˔Жχ  

23

̞ The following procedure cannot be completed outside of Japan. Please try once you have entered 

the country.

̞ӟᴞχ ⌠ψ ᵰπψ“ΠϘδϭʻ τ ῇτ“μοΨιήΜʻ

2022/4/7


